TITLE OF THE INVENTION 
Secure distribution of digital content. 



CROSS-REFERENCE TO RELATED APPLICATIONS 
This application is related to and claims priority from a U.S. Provisional Patent 
Application entitled "SYSTEM FOR EFFICIENT DISTRIBUTION OF INDIVIDUALLY 
WATERMARKED COPIES OF DIGITAL MEDIA," filed October 17, 2000, to Applicant Ariel 
Peled, et aL, Attorney Docket No. P-3568-USP, incorporated herein by reference in its entirety. 

FIELD OF INVENTION 
The present invention relates in general to digital content distribution systems and 
methods and anti-piracy methods therefor. 

BACKGROUND OF THE INVENTION 

Systems and methods for distribution of digital content to end-users are well known. In 
one such system, identical copies of digital content are distributed by a content server via a computer 
network, such as the Internet, to one or more proxy servers. An end-user requesting digital content 
from the content server may then be redirected to a proxy server that is nearer to the end-user than is 
the content server. The proxy server then distributes the digital content to the end-user more quickly 
and efficiently than would the content server, as the content has less far to traveL 

Methods for anti-piracy protection of digital content are also well known. In one such 
method, a digital watermark that is uniquely associated with a particular end-user is embedded into 
the digital content at the content server prior to distribution to the end-user. The network is then 
monitored for unauthorized redistribution of the digital content to other end-users not associated 
with the digital watermark. 

While it would be advantageous to combine methods of efficient distribution of digital 
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content with anti-piracy methods that employ digital watermarking, current proxy server-based 
distribution methods require that all copies of digital content stored on proxy servers be identical, 
while digital watermarking methods often require that unique variants of the original content be 
created Clearly, the storage of each variant on every proxy server would be inefficient and 
impractical, if not impossible. 

Some prior art systems attempt to solve this problem by distributing identical copies of 
digital content to proxy servers and end-users, and embedding the digital watermark into the digital 
content at the end-user's receiving apparatus. However, this approach does not provide an adequate 
level of security as the receiving apparatus may be tampered with and, therefore, cannot be trusted to 
perform the embedding of the watermark. 

The following U.S. Patents are believed to be representative of the current state of the 
art of digital watermarking techniques: U.S. Patent Nos. 5,809,139, 5,915,027, 5,960,081, 
6,069,914, and 6,131 J6L 

The disclosures of all patents, patent applications, and other publications mentioned in 
this specification and of the patents, patent applications, and other publications cited therein are 
hereby incorporated by reference. 

SUMMARY OF THE INVENTION 
The present invention seeks to provide a novel method of secure distribution of digital 
content. Original content such as a video content, audio content, or other digitally-encoded content 
is split into at least two portions of substantially unequal size, with one or both portions preferably 
being crippled or disabled. Identical copies of the larger part are distributed to proxy servers using 
any known distribution means. The smaller part can then be uniquely watermarked and recombined 
with the larger part at a remote site, such as at the proxy server or at the end-user's receiving 
apparatus, thereby creating a usable copy of the digital content. The present invention is 
advantageous in that it provides for unique watermarking of digital content in conjunction with 
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proxy-server based distribution networks optimized for storing and delivering identical copies of 
digital content. The system can also be used in order to elevate the general level of security in 
systems for distribution of digital content 

There is thus provided in accordance with a preferred embodiment of the present 
invention a method for secure distribution of digital content, the method including the steps of 
dividing a unit of digital content into at least first and second portions, storing the first portion on a 
first computerized apparatus, digitally watermarking the second portion, possibly storing the digitally 
watermarked second portion on a second computerized apparatus, and combining the first portion 
and the digitally watermarked second portion, thereby forming a watermarked version of tie digital 
content. 

In another aspect of the present invention the dividing step includes dividing the digital 
content into at least first and second portions, where each of the portions includes non-contiguous 
segments of the digital content. 

In another aspect of the present invention the dividing step includes dividing the digital 
content into at least first and second portions, where the first portion is larger than the second 
portion. 

In another aspect of the present invention the dividing step includes dividing the digital 
content such that a qualitative measure of either of the first and second portions is degraded relative 
to a corresponding qualitative measure of the digital content. 

In another aspect of the present invention the dividing step includes dividing the digital 
content such that either of the first and second portions are individually inoperable. 

In another aspect of the present invention the storing of the first portion step includes 
storing on a proxy server. 

In another aspect of the present invention the digitally watermarking step includes 
uniquely watermarking the second portion. 

In another aspect of the present invention the method further includes the steps of 
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receiving a request from a requestor for the digital content, and sending the watermarked version of 
the digital content to the requestor. 

In another aspect of the present invention the combining step includes combining at 
either of the computerized apparatus. 

In another aspect of the present invention the combining step includes sending the 
portions to a third computerized apparatus and combining at the third computerized apparatus. 

There is also provided in accordance with a preferred embodiment of the present 
invention a method for secure distribution of digital content, the method including the steps of 
dividing a unit of digital content into at least first and second portions, where the first portion is 
larger than the second portion, and where the dividing step includes either of dividing the digital 
content such that a qualitative measure of either of the first and second portions is degraded relative 
to a corresponding qualitative measure of the digital content, and dividing the digital content such 
that either of the first and second portions are individually inoperable, storing the first portion on a 
first computerized apparatus, storing the second portion on a second computerized apparatus, and 
combining the first portion and the second portion, thereby recreating the digital content. 

In another aspect of the present invention the dividing step includes dividing the digital 
content into at least first and second portions, where each of the portions includes non-contiguous 
segments of the digital content. 

In another aspect of the present invention the storing of the first portion step includes 
storing on a proxy server. 

In another aspect of the present invention the method further includes the steps of 
receiving a request from a requestor for the digital content, and sending the recreated digital content 
to the requestor. 

In another aspect of the present invention the combining step includes combining at 
either of the computerized apparatus. 

In another aspect of the present invention the combining step includes sending the 



portions to a third computerized apparatus and combining at the third computerized apparatus. 

There is additionally provided in accordance with a preferred embodiment of the present 
invention a system for secure distribution of digital content, the system including means for dividing 
a unit of digital content into at least first and second portions, means for storing the first portion on a 
first computerized apparatus, means for digitally watermarking the second portion, means for storing 
the digitally watermarked second portion on a second computerized apparatus, and means for 
combining the first portion and the digitally watermarked second portion, thereby forming a 
watermarked version of the digital content. 

In another aspect of the present invention the means for dividing is operable to divide the 
digital content into at least first and second portions, where e&ch of the portions includes 
non-contiguous segments of the digital content. 

In another aspect of the present invention the means for dividing is operable to divide the 
digital content into at least first and second portions, where the first portion is larger than the second 
portion. 

In another aspect of the present invention the means for dividing is operable to divide the 
digital content such that a qualitative measure of either of the first and second portions is degraded 
relative to a corresponding qualitative measure of the digital content. 

In another aspect of the present invention the means for dividing is operable to divide the 
digital content such that either of the first and second portions are individually inoperable. 

In another aspect of the present invention the means for storing the first portion is 
operative to store on a proxy server. 

In another aspect of the present invention the means for digitally watermarking is 
operative to uniquely watermark the second portion. 

In another aspect of the present invention the system further includes means for receiving 
a request from a requestor for the digital content, and means for sending the watermarked version of 
the digital content to the requestor. 
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In another aspect of the present invention the means for combining is operative to 
combine at either of the computerized apparatus. 

In another aspect of the present invention the means for combining is operative to send 
the portions to a third computerized apparatus and combine at the third computerized apparatus. 

There is also provided in accordance with a preferred embodiment of the present 
invention a system for secure distribution of digital content, the system including means for dividing 
a unit of digital content into at least first and second portions, where the first portion is larger than 
the second portion, the means for dividing being operative to either of divide the digital content such 
that a qualitative measure of either of the first and second portions is degraded relative to a 
corresponding qualitative measure of the digital content, and divide the digital content such that 
either of the first and second portions are individually inoperable, means for storing the first portion 
on a first computerized apparatus, means for storing the second portion on a second computerized 
apparatus, and means for combining the first portion and the second portion, thereby recreating the 
digital content. 

In another aspect of the present invention the means for dividing is operative to divide 
the digital content into at least first and second portions, where each of the portions includes 
non-contiguous segments of the digital content. 

In another aspect of the present invention the means for storing the first portion is 
operative to store on a proxy server. 

In another aspect of the present invention the system further includes means for receiving 
a request from a requestor for the digital content, and means for sending the recreated digital content 
to the requestor. 

In another aspect of the present invention the means for combining is operative to 
combine at either of the computerized apparatus. 

In another aspect of the present invention the means for combining is operative to send 
the portions to a third computerized apparatus and combine at the third computerized apparatus. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will be understood and appreciated more folly from the following 
detailed description taken in conjunction with the appended drawings in. which: 

Fig. 1 is a simplified conceptual illustration of a system for secure distribution of digital 
content constructed and operative in accordance with a preferred embodiment of the present 
invention; 

Fig. 2 is a simplified flowchart illustration of a method of operation of the system of Fig. 
1, operative in accordance with a preferred embodiment of the present invention; 

Fig. 3 is a s implifie d pictorial illustration of digital content in various states and stages in 
accordance with the application of the method of Fig. 2; 

Fig. 4 is a simplified conceptual illustration of a system for secure distribution of digital 
content, constructed and operative in accordance with a preferred embodiment of the present 
invention; 

Fig. 5 is a simplified flowchart illustration of a method of operation of the system of Fig. 
4, operative in accordance with a preferred embodiment of the present invention; and 

Figs. 6 and 7, which are simplified flowchart illustrations of methods of operation of the 
systems of Figs. 1 and 4 respectively, operative in accordance with a preferred embodiment of the 
present invention. 

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 
Reference is now made to Fig. 1, which is a simplified conceptual flow illustration of a 
system for secure distribution of digital content, constructed and operative in accordance with a 
preferred embodiment of the present invention. In the system of Fig. 1 a first computerized 
apparatus, such as a content server 100, on which digital content is stored, divides a unit of digital 
content, hereinafter referred to as subject content 108, into at least two content portions 'A* and 'B* 
and sends content portion f A T to one or more other computerized apparatus, such as proxy servers 
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102, typically via a network 104, such as the Internet, with content portion 'A' being stored on proxy 
server 102 for later distribution. An end-user at a receiving apparatus 106, such as any computerized 
apparatus such as a personal computer or a set-top box capable of connecting to network 104 for the 
purpose of data transmission, typically requests the subject content from content server 100, which 
then redirects receiving apparatus 106 to request the subject content from proxy server 102, with 
proxy server 102 typically being nearer to receiving apparatus 106 than is content server 100. 
Content server 100 then digitally watermarks content portion "B 1 using any known digital 
watermarking technique, preferably uniquely watermarking content portion B' for exclusive 
association with the requesting end-user using identification information provided by the end-user. 
Content server 100 then sends the watermarked portion 'B' to proxy' server 102. When receiving 
apparatus 106 requests the subject content from proxy server 102, proxy server 102 combines 
content portion 'A' with watermarked content portion 'B', resulting in a watermarked version of the 
original subject content which proxy server 102 then sends to receiving apparatus 106. 

Reference is now made to Fig. 2, which is an simplified flowchart illustration of a method 
of operation of tie system of Fig. 1, operative in accordance with a preferred embodiment of the 
present invention, and additionally to Fig. 3, which is a simplified pictorial illustration of digital 
content in various states and stages in accordance with the application of the method of Fig. 2. In 
the method of Fig. 2 a unit of digital content, generally designated 300, is divided into at least a first 
content portion, generally designated 302, and a second content portion, generally designated 304 
(step 200). The division of content 300 may take place on a computer, such as content server 100 
(Fig. 1), that is publicly accessible via a network, such as the Internet, or, preferably, on a computer 
to which access is limited to authorized users only and, most preferably, which is not accessible via 
network. Preferably, content portion 302 is significantly larger than content portion 304, and each 
portion is preferably constructed from non-contiguous segments 306 of content 300. Content 
portion 302 is then placed onto a network-connected computer, if it is not already on one, and is 
sent, preferably encrypted and/or digitally watermarked using conventional techniques, via network 



104 to one or more proxy servers 102 for storage thereat (step 202). 

Upon receiving a request for content 300, at content server 100 or at another request 
server assigned to handle content requests, the requestor is typically redirected to the nearest proxy 
server (step 204). Content portion 304 is then digitally watermarked using conventional techniques 
(step 206), preferably being uniquely watermarked for unique association with the requestor, such as 
by incorporating an identification of the requestor into the watermark. Content portion 304, now 
watermarked and shown as watermarked content portion 306 with the watermark conceptually 
represented by dashed lines 308, is then placed onto a network-connected computer, if it is not 
already on one, such as content server 100, and is sent, preferably encrypted using conventional 
techniques, via network 104 to the proxy server 102 to which the requestor was redirected (step 
208). Content portions 302 and 306 are then combined at proxy server 102 to form a watermarked 
version of the original subject content (step 210), which is then sent to the requestor (step 212). 

The division of content 300 may be carried out in any number of ways, but is preferably 
done such that each portion is, by itself, crippled or rendered inoperable. A portion is said to be 
crippled if a qualitative measure of the portion, using any conventional quality measurement 
technique, is degraded relative to a corresponding qualitative measure of the original subject content. 
For example, salient portions of the content, whose removal will greatly reduce the quality of the 
content, may be removed from the content to form the smaller content portion that is to be uniquely 
watermarked- Where the content includes both video and audio elements, the audio bitstream may 
be separated from the original content to form the smaller content portion. Where the content is 
compressed and encoded using standards such as MPEG-2 or MPEG-4, discrete elements of the 
encoded content, such as "I-frames," may be removed from the original content to form the smaller 
content portion, with one or more of the I-frames preferably bearing the unique watermark using 
conventional still image watermarking techniques. Global luminescence attributes or global motion 
vectors may be removed from video content to form the smaller content portion. Where the content 
has undergone coding such as Discrete Cosine Transform (DCT) coding, some or all of the DC 



coefficients and\or DCT coefficients of the frames vector may be removed to form the smaller 
content portion. 

Reference is now made to Fig. 4, which is a simplified conceptual flow illustration of a 
system for secure distribution of digital content, constructed and operative in accordance with a 
preferred embodiment of the present invention, and additionally to Fig. 5, which is an simplified 
flowchart illustration of a method of operation of the system of Fig. 4, operative in accordance with 
a preferred embodiment of the present invention. The system of Fig. 4 and method of Fig. 5 are 
substantially similar to the system of Fig. 1 and method of Fig. 2 (including identical reference 
numerals for elements in common) with the notable exception that content server 100 digitally 
watermarks content portion B' and sends it directly to receiving apparatus 106 when the latter 
requests the subject content from content server 100, rather than sending watermarked content 
portion 'B' to proxy server 102 (step 500). Proxy server 102 separately sends content portion 'A' to 
receiving apparatus 106 (step 502), which then combines content portion 'A' with watermarked 
content portion 'B\ resulting in a watermarked version of the original subject content (step 504). 

Reference is now made to Figs. 6 and 7, which are simplified flowchart illustrations of 
methods of operation of the systems of Figs. 1 and 4 respectively, operative in accordance with a 
preferred embodiment of the present invention. The methods of Figs. 6 and 7 are substantially 
similar to the methods of Figs. 2 and 5 respectively (including identical reference numerals for 
elements in common) with the notable exceptions that the original subject content is divided such 
that the second portion, and preferably both portions, are individually crippled or rendered 
inoperable, and neither portion is uniquely digitally watermarked. In both methods the second 
portion is substantially smaller than the first portion as well In Fig. 6 the smaller content portion is 
combined with the larger content portion at the proxy server, and the combined content is sent to the 
requestor. In Fig. 7 the smaller and larger portions are separately sent to the requestor and 
combined after receipt at the requestor. 

It is appreciated that one or more steps of any of the methods described herein may be 
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implemented in a different order than that shown while not departing from the spirit and scope of the 
invention. 

While the present invention may or may not nave been described with reference to 
specific hardware or software, the present invention has been described in a manner sufficient to 
enable persons having ordinary skill in the art to readily adapt commercially available hardware and 
software as may be needed to reduce any of the embodiments of the present invention to practice 
without undue experimentation and using conventional techniques. 

While the present invention has been described with reference to one or more specific 
embodiments, the description is intended to be fflustrative of the invention as a whole and is not to be 
construed as limiting the invention to the embodiments shown. It is appreciated that various 
modifications may occur to those skilled in the art that, while not specifically shown herein, are 
nevertheless within the true spirit and scope of the invention. 
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